SOPHOS

Security made simple.

Sophos Mobile /

Version-to-Version Comparison

7.X 6.x 5.x 4.x 3.x 2.X 1.x
Released 2017 2016 2015 2014 2013 2012 2011

General

Flexible and simple web interface
Sophos Mobile as a Service deployment option
UTM and NAC integration
Clustering

Manage Windows 10 computers
Sophos Central deployment option
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Mobile Device Management

Inventory and Asset Management

Console overview of all devices v v v v v v v
View device properties (e.g. battery, 0S, IMS| etc.) v v v v v v v
Reporting v v v v v

Manage Windows 10 computers v v

Remote Device Configuration

Password/device lock policies v v v v v v v
Restrict device features (camera, browser, etc) v v v v v v v
Profile editors v v v v v

Apple DEP support v v

Loss/Theft Protection
Remote lock/wipe/locate
Auto-wipe

Self Service Portal
Register new device v v
Remote lock/wipe/locate v v
Reset password v v
Multiple devices per user v v
QR code enrolment v v

Compliance

Compliance check and enforcement
Compliance controlled network access
Admin audit logs

Mobile Security Management

Security
Rooting detection v v v v v v v
Jailbreak detection v v v v v v
Manage Sophos Mobile Security with Sophos Mobile v v v v v
Anti-phishing technology for links in documents and emails (Secure Workspace / Secure Email) v

Mobile Security App for Android

Malware / PUA protection
Spam protection

Web protection

Web filtering

/
v

SENENEN
SENENEN
SENENEN
SNENENEN

Mobile Content Management

Email Access Control

Email configuration v v v v v v v
Compliance-based access v v v v v v
Certificate deployment v v v

v

Compliance-based access for Office 365

Document Management and Encryption

FIPS 140-2 encryption (AES256)

SafeGuard Encryption integration

Access encrypted documents from cloud content storage

Control document access

Edit and create encrypted text files

Publish documents from server

Annotate PDF / populate PDF forms

Read and create password-protected encrypted HTMLS files

Edit and create encrypted Word, Excel and PowerPoint format files
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Version-to-Version Comparison

7. B6.x 5x 4.x 3.x 2.x 1x

Container Management

General container policies

Managed email container (Sophos Secure Email)

Managed document container (Sophos Secure Workspace)
Managed corporate browser (Sophos Secure Workspace)
Geo-, Time-, Wi-Fi fencing
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Mobile Application Management

App Management
Restrict app installation
Remote install/remove/monitor apps
Enterprise App Store
App white- and black-listing
Apple VPP support
Block apps from running
Apple managed apps configuration
Android enterprise ("Android for Work") app configuration
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Device Support

i0s

Android

Samsung Knox Standard

Windows Phone 8

Windows Phone 8.1

Samsung Knox

Windows 10 Mobile

Windows 10 (desktop)

Android enterprise ("Android for Work")
Windows Mobile 4 4 4 4
BlackBerry v v v
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For more information, please see the full feature matrix.
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